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Pioneering Cyber
Intelligence

Introducing Darkscopes award-winning Al, a revolutionary cyber
security platform with unparalleled capabilities. Our Al sentinels mimic
human behavior, venturing into the Deep Web, Dark Web, and social
media, effortlessly overcoming obstacles that hinder other cyber
intelligence firms.

This cutting-edge technology grants our clients unparalleled access to
data, mitigating their risks by providing early warning signs for potential
security breaches like never before.

The scope of information that Watchtower can gather is truly
unprecedented. No other competitor in the market can match our
ability to collect and monitor our clients' data and risk levels effectively.

Embrace a level of security and insights that were previously
inaccessible. Darkscope goes beyond limitations, accessing places and
intelligence that others simply cannot reach.



Watchtower @
Security Centre

Watchtower is your mission control center in the
fight against cyber attacks. Manage and monitor
your threats in real time.

Watchtower aggregates millions of threat
indicators in real-time to identify new attacks,
RO~ discover existing breaches, and enable security
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DM S teams to quickly understand and contain threats.

The key differentiator for the Cyber Watchtower is
DANN (Darkscope Artificial Neural Network), a
combination of highly accurate Al models and
algorithms that assigns scores to indicators of
compromise so security teams can priorities
mitigation tasks.




Ujj Monitoring your entire attack surface

V)

\j)j User & Account Monitoring

* High-risk users monitoring
e Breached user account
detection (passive)

Ujj Web & Domain Monitoring

 Web service monitoring

e SSL & DNS configuration errors

 Domains & subdomains
scanning

* Domain permutation
monitoring

\jjj Cyber Threat Intelligence Uj) External Network
Social media monitoring with * Products & Services monitoring
sentiment detection e External network connections
User-generated content monitoring
platform monitoring (e.g. e Vulnerability scanning of
9Gag, 4Chan, Reddit) external connections and
Cyber Threat campaigns services
against industries * Exploit detection and alerting

Dark web forums, chats, and

marketplaces monitoring

Telegram & Signal groups Uj) el AecEaara
monitoring

APT campaign monitoring e Partner & supplier monitoring

* Cyber Interference Risk Score
e Global cyberthreat scoring



J) Integrations

* Cisco

* Fortinet

* Vmware

* Fujitsu

* Crowdstrike

* Trend Micro

e CyberArk

e Darktrace

* Palo Alto Networks

Our seamless integration capabilities extend to any security
tool equipped with an API layer. Let us know your integration
requirements, and we will swiftly make it happen for you.
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Award Winning

e Listed under the Top 10 Enterprise Security
Startups in APAC in 2021, Darkscope is
focused on delivering superior cyber
intelligence to clients.

e Our pioneering technology and exceptional
service has earned us multiple awards and an
outstanding reputation.

FINALIST OF THE

” NZ HI-TECH AWARDS 2020

iSANZ 2019
WINNER

‘.‘:

FINALIST OF THE

#" NZ HI-TECH AWARDS 2021

InfoSec Awards New Zealand
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NBR

EKﬁin+

dark web pages per week

;jj nzherald.conz

ReESeELL=ERNEWS

o
1.5bn+

businesses scored every year

Darkscope is driven by a dedicated team of cybersecurity
experts who have earned a prominent status as thought
leaders within the industry.

Joerg Buss, the founder of Darkscope, has played a pivotal
role as a contributor in the development of ISO 27001, the
gold standard framework for information security adopted
worldwide across all industries.

Such a reputation has positioned Darkscope in the spotlight
of mainstream news, making it a go-to resource for media
seeking insights from experts on the latest cyber security
events.

o )
800+ 100+

domains scanned every second Internet & dark web social media
platforms
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